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1. INTRODUCTION

he “virtual space” is a new arena for everyday social interaction, economic transactions,

and community participation: MMO games, community VR/XR platforms (metaverses),
and text- and voice-based social spaces now form complex, partly autonomous ecosystems. In
these environments, users interact with avatars and profiles, create real-life social bonds and
digital assets with financial value, and build their identity and “wealth” with significant time and
money. A key question for legal and criminological practice is how the harmful behaviors that
appear here — virtual theft, fraud, harassment, defamation, and online acts against children — can
be identified, qualified, and proven when the acts do not take place in physical space but instead
occur on platform infrastructures, distributed servers, and behind partially anonymous layers of
users (OECD, 2025).

The “reality” of damages caused in virtual space is now challenging to dispute: psychological
harm, reputational damage, and financial loss — for example, the loss of valuable in-game assets,
NFTs, or valuable “skins” linked to user accounts — have a tangible impact on the victim’s life.
This recognition is gradually being reflected in judicial practice: the 2012 decision of the Dutch
Supreme Court in the RuneScape case, which assessed the “taking” of in-game masks and amulets
as theft while recognizing virtual objects as “things” (Hoge Raad der Nederlanden, 2012), is a
milestone. However, a legal comparison clearly shows that legal systems have different attitudes
towards virtual goods and platform abuses. While some states also take action using criminal
law, others prefer civil law or rely on the self-regulation of platform operators. Inconsistency and
terminological-conceptual uncertainty also cause problems during investigation and prosecution:
even damage classification and identification can be subject to debate (Lodder, 2013).
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One of the most stubborn investigative obstacles is identification: the perpetrator often hides
behind layers of avatars, nicknames, or disposable accounts. IP addresses and device identifiers are
generated in a distributed manner across platforms and service providers, with varying retention
periods. The biggest challenge regarding evidence is the data’s volatility and platform dependency.
Real-time interactions, voice and motion-based gestures, spatial proximity logs (e.g., proximity
chat), or haptic event logs are often only available for a short time, and documenting conversations
with screenshots raises questions about authenticity and integrity (and possible manipulation). The
management of digital evidence, therefore, requires following international standards for identi-
fication, collection, acquisition, and preservation, strict documentation of the chain of custody,
and — where possible — a preference for authenticated, provider-sourced logs over user-generated
image or video material (International Organization for Standardization [ISO], 2012).

The nature of the harm deserves special attention in XR spaces that mimic spatial presence.
Unwanted advances, “virtual groping,” group harassment, or threatening voice chat often appear
as experiences perceived as real by users, with a measurable psychological burden.

The study aims to explore, in an interdisciplinary manner, primarily relying on qualitative content

analysis, the key difficulties in investigating crimes committed in virtual spaces:

. legal-conceptual uncertainties,

. practical obstacles to identification and platform cooperation,

. cross-border dilemmas of jurisdiction and enforceability, and

. the specificities of evidence in the world of platform logs, user content, and cloud infrastructures.
The focus is on post-2019 literature, reports by international organizations, and relevant case
studies, while previous milestones (e.g., the RuneScape case) provide context for current chal-
lenges. Based on the picture thus emerging, the article — in addition to the screening principles
detailed in the methodological section — maps the root causes of investigative difficulties and
formulates investigation-supporting recommendations that are based on proactive cooperation
with service providers, the use of expedited legal assistance channels, and institutional guar-
antees of evidence integrity (e.g., log hashes, timestamping, chain protocols).

The criminological reality of virtual spaces is no longer questionable: the harms caused here
often feel more real than those experienced in traditional online environments. The challenge is
not whether to investigate and protect but how to create a rapid, rule-of-law, and evidence-based
response — with a legal, institutional, and technical solution package that simultaneously protects
rights and makes law enforcement more effective in borderless digital spaces.

2. RESEARCHMETHOD

The study uses qualitative content analysis to map investigative and evidentiary challenges in vir-
tual spaces. The exploration aims to identify conceptual and procedural barriers (e.g., ownership
classification, platform interoperability, jurisdiction, chain of evidence), rather than to estimate
causal effects. Therefore, the design is close to the logic of a scoping review (Tricco et al., 2018).

We relied on secondary sources: the study is based on peer-reviewed articles and book chapters,
policy materials from international and regional organizations, judicial decisions, and standards/
guidelines for managing digital evidence.

The research did not involve any empirical data collection. Only legally accessible secondary
materials were processed, and no data extraction that violated platform regulations was carried out.
Court cases and case studies are only published to the extent that they have been publicly disclosed.
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The natural limitations of the methodology are publication bias (predominance of the English
language), the rapid evolution of virtual platforms (rapid obsolescence), and the heterogeneity of
ToS documents. The approach is exploratory, aiming to systematize and typify investigative and
evidentiary obstacles, which provides a basis for further (even empirical) studies.

3. LEGAL UNCERTAINTIES

The legal classification of values generated in virtual spaces (MMOs, metaverses, XR platforms)
— characters, skins, objects, virtual land/real estate, in-game currency — is variable. The central
dilemma is that in many countries, the facts of classic criminal theft are tied to the thing, while
most goods exchanged on platforms are not physical objects, but data, access rights, or contractual
positions. This is illustrated by German law: in Section 242 of the StGB, the fact of theft requires
objectivity (“fremde bewegliche Sache”), while the unlawful acquisition of data is regulated by
a separate fact (e.g., Section 202a of the StGB — “Ausspédhen von Daten”). Consequently, simply
“taking” data does not constitute theft. This doctrine explicitly states: “Demands, rights and data
are not physical objects” —i.e., they are not suitable objects for theft (and in this case other crimes
— data or fraud — may come into play).

In English law, the Theft Act 1968 in principle extends the concept of “property”, but in Oxford
v Moss (1979) the court decided that “pure information” cannot be considered as the subject of
theft. However, other liability regimes must be considered (copyright, protection of confidential
information). This principle is also echoed in the digital environment: mere information/access
is not always “property” under the dogma of theft (LawTeacher, 2013).

In contrast, the Dutch Supreme Court ruled in the famous RuneScape case (ECLI:NL: HR:2012:BQ9251)
that in-game amulets and masks are “goed” (things) within the meaning of the Dutch Criminal
Code, and therefore their forced transfer can be considered theft/robbery. The decision emphasized
that the transfer of exclusive disposal of the virtual object concerned was to the victim’s detriment,
which is sufficient for the objective concepts of theft dogma. The literature considers this a milestone
in the criminal recognition of “virtual goods as things”.

An additional layer of the legal picture is that several systems already recognize the property value
of digital assets at the civil law level, sometimes as a special category. For example, in the United
States, in the case of Thyroff'v. Nationwide (NY Court of Appeals, 2007), the court recognized the
action for conversion (unlawful withdrawal) in relation to electronic data. In the case of Kremen v.
Cohen, the court established the nature of the property and the withdrawal of a domain name. At
the same time, platform contracts often describe the user’s “ownership” as a license-based legal
relationship, which can backfire in a lawsuit, see Bragg v. Linden (Dougherty, 2007). The duality

—civil recognition vs. contractual restriction — can also make the criminal classification uncertain.

The 2020 Code of the Chinese Civil Code mentions the legal protection of “online virtual property”
in Article 127 (referring to specific legal rules), but this does not automatically mean that criminal
theft should be extended to all virtual cases. There is still debate in many places about how far
criminal property protection can extend to data access rights.

For non-material harms (harassment, defamation), several legal systems adopt a platform-neutral
approach: the harm and the offensive conduct are considered, not the “materiality”. For example,
South Korean case law awarded damages for online defamation against a virtual idol group
(performers performing with avatars), stating that defamation against the avatar can also harm the
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real person. This approach —even if it is a civil case — suggests that the digital identity embodied
in the metaverse deserves protection. On the criminal side, this approximates the application of
“medium-independent” harassment/defamation facts in XR environments (Jang, 2025).

The above paints a disparate global picture:

. The same behavior (e.g., forced handover of an item) may be considered theft/robbery in the
Netherlands, while elsewhere it is more likely to be classified as data crime or fraud (and not
“classic” theft).

. Civil law recognitions (domain, dataset, virtual goods) cannot always be directly translated
into the language of criminal law, which can also weaken the deterrent effect of sanctions
(Thyroff v. Nationwide, 2007).

. Platform contracts often reduce the user position to a “license”, which complicates the assessment
of damages and the identification of entitlements (especially if the ToS explicitly excludes
the term “ownership”) (Robreno, 2007).

. In the area of personality rights violations (XR harassment, avatar-based defamation), legal
expansion (civil defense tools) is seen faster than in the domain of property crimes (Jang,
2025).

This is a well-known problem at the European policy level: the European Parliament’s 2023
report specifically draws attention to the risks of virtual worlds and the protection of users (e.g.,
harassment, protection of minors), but a unified conceptual system and regulatory minimum are
still being formed. Fragmentation — especially in cross-border cases — makes the qualification,
compensation, and proof uncertain (Echeverria, 2023).

For investigative and prosecutorial practice, this creates three tangible uncertainties:

. Classification risk: the same facts may be prosecuted under different legal titles (theft/fraud/
crime against information systems), which also affects the initiation of cooperation requests
(e-evidence, legal aid).

. Damage and value determination: if the platform ToS stipulates a licensing nature, proving
the “loss of property” suffered by the injured party is more difficult, even if market value
exists (Robreno, 2007).

. Mixture of nature of injury: pecuniary and non-pecuniary (psychological, reputation) elements
often appear in the same case, and a legal system that is sensitive to one reacts less quickly
to the other (Jang, 2025).

As long as there is no consistent definition of the criminal objectivity of “virtual goods” and the
role of platform licenses, the preparation of the investigation and prosecution — determination
of qualification, damage, origin of entitlement — will remain case- and legal system-dependent.
Precedents such as the Dutch ruling prove that criminal law can adapt. However, the German-type
objectivity dogma, the English information exception, and mixed civil law solutions (USA, China)
result in a patchwork effect. The policy direction aims to strengthen user rights and security. The
next step is to create more uniform conceptual and evidentiary minimums.

4. IDENTIFICATION CHALLENGES

Identifying perpetrators can be a challenge. Users typically appear behind avatars and pseudonymes,
and platforms follow different logging practices for data minimization and business reasons. For
identification, authorities will mostly rely on service provider log data (login IP, timestamp, device
identifiers, user ID), meaning the extent and timing of cooperation will be key factors.
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IP-based attribution is weakened by Carrier-Grade NAT (CGNAT). In this case, many subscribers
share a public IPv4 address, and identifying individual subscribers requires refined logging (e.g.,
source port ranges), which is not uniform across providers and is not always traceable. Address
sharing also introduces monitoring complexity and security risks (Ford et al., 2011). In an IPv6
environment, using privacy extensions and temporary addresses results in random interface identifiers
that change over time. This intentionally reduces traceability and, until other evidence is available,
makes it difficult to reliably attribute an address to a natural person (Narten et al., 2007).

Another often underestimated identification channel is notification (push) metadata. In the Apple/
Google ecosystems, push tokens and associated logs may be available upon request by authorities and
may indirectly reveal which apps the perpetrator used or help link accounts (Newman et al., 2023).

Maintaining multiple identities cannot be ruled out at a system level as long as there is no central,
reliable personal identification. This allows for the repetition of abuse patterns (harassment, scams)
on metaverse platforms. CAPTCHA and other protections can now be partially circumvented (e.g.,
machine learning attacks), so “bot filtering” cannot be considered a decisive identification tool,
at most a risk filter (Douceur, 2002).

In practice, attribution is mostly correlation:

*  Network/clients: login IP time series, user-agent, device/browser fingerprints, application
notification tokens.

. Payment/commerce footprint: app store/card transactions, billing metadata.

. Style and behavioral patterns: text stylometry (writing style identification), keystroke dynamics,
sound and movement patterns. Stylometry and keystroke dynamics have long been researched;
their results can provide investigative clues, but should be interpreted cautiously (Narayanan
et al., 2012).

*  VR/XR-specific biometrics: a large-scale study has shown that 10-100 seconds of head and
hand movements can be enough to uniquely identify a user (accuracy above 94%), which has
a double-edged sword: it can help protect victims, but it is also a data protection risk (Nair
etal., 2023).

The European Investigation Order (EIO) is already a working tool for requesting data between
member states in the EU. From 2026, the e-evidence regulation (2023/1543) will apply, which
introduces European Data Production and Preservation Orders directly to service providers,
speeding up the provision of evidence.

5. JURISDICTION AND ENFORCEMENT

Virtual crimes typically form a “four-node” topology: perpetrator — victim — service provider — server(s)
in different states. Classic criminal law’s connecting principles (territoriality, place of the result,
active and passive personality principles, protection principle) can lead to competing jurisdictions.

First, it should be pointed out that the choice of law in the platform’s GTC does not determine
criminal jurisdiction, but only affects civil/contractual relations. Extradition and legal assistance
in many cases are subject to proportionality and double criminality filters, especially in the case
of minor or novel virtual acts (e.g., avatar harassment, without a “virtual object”). Criminal pros-
ecution is a state task, but the effectiveness of enforcement also depends on platform obligations.

While jurisdictions can compete on multiple connecting factors, the success of enforcement today
is determined by the selection and timing of the right tool. The European Arrest Warrant and
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e-evidence (with direct service provider obligations from 2026) are the most effective ways within
the EU. In more minor, precedent-setting virtual crime cases, the extradition threshold and dual
criminality remain challenging, so early evidence preservation and multi-level cooperation are key.

6. EVIDENCEISSUES

Evidence generated in virtual spaces is transient: conversations, chat interactions, gesture and
movement logs, room configurations, or haptic events are typically accessible quickly and stored
on third-party service infrastructure. For this reason, the timing of collection and preservation is
critical; otherwise, relevant data may be irretrievably lost (ISO, 2012).

The probative value of evidence typically ranks as follows:

1. Provider-sourced, authenticated logs (audit/event logs, system-signed or server-timestamped).
Documented processes and independent verifiability are expected (ISO, 2012).

2. Preservation and responses provided by legal means: the service provider guarantees immutability
for a specified period from the request. For example, Discord undertakes regulatory retention
for 90 days, which is extendable once, and VRChat maintains a separate law enforcement
policy for data requests.

3. Userrecordings (screenshots, screen recordings): these can be easily manipulated in themselves;
therefore, their authentication is the subject of a separate expert examination, and they are
rarely sufficient on their own. For image evidence, it is common practice to separately
verify the integrity (hash) and content authenticity (image authentication) of the source file
(SWGDE, 2025).

It is important to emphasize that the hash value only proves that a copy is bit-identical to the original,
but does not prove that the scene in the image/video “really” happened. Transparent documentation
of the process and clear communication of limitations are essential for legal admissibility.

The life cycle of digital evidence (identification—collection—acquisition—preservation—analysis—

presentation) is described in standards and manuals:

. The ISO/TEC 27037:2012 and ISO/IEC 27042:2015-27043:2015 series guide selecting and
documenting a fit-for-purpose method for the process (International Organization for Stand-
ardization [ISQO], 2012; ISO, 2015).

. NIST Special Publication 800-86 (Kent et al., 2006) and NIST SP 800-101 Revision 1
(Ayers etal., 2014) are classic references for implementation.” The common core is carefully
recording procedural steps, environmental parameters, device versions, and hashes, ensuring
reproducibility and independent verification.

INTERPOL’s practical guide emphasizes ensuring volatility and immutability (e.g., backing up
live systems, protecting network/application logs, on-site protocol) (INTERPOL, 2021).

Platform logs can have a short lifespan, so early retention is essential. Several major providers
publicly state their retention protocols. In practice, it is a good idea to use double-entry:

. instant user capture (screen video + hash/timestamp), and in parallel,

«  service provider retention and log release by legal means.

For forensic acquisition of online content, SWGDE recommends documenting environmental context
(URL, time, browser/clients), technical metadata, repeatability, and indicating the limitations of
screen captures (SWGDE, 2025).
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In an XR environment, head and hand movement, position/zoom, and voice channel data form
specific “experience traces”. During the investigation, it is advisable to list the data sets requested
from the service provider in detail in the request for preservation and to manage the chain according
to ISO recommendations.

7. CASESTUDIES

One interesting case on the topic of “virtual objects” as objects of theft is the aforementioned Dutch
RuneScape case. Two juveniles in the real world forced their partner to hand over an amulet and a
mask in the game RuneScape. The question was whether these in-game objects were considered
under the Dutch Criminal Code. In 2012, the Dutch Supreme Court upheld the conviction for
theft: withdrawing exclusive disposal over virtual objects can be considered theft. The decision is
a milestone in recognizing the criminal objectification of “virtual goods” (Lastowka, 2012). The
case’s lesson is that criminal classification is possible if the dogmatics of the law can interpret the
disposal over the virtual object and its withdrawal.

The World of Warcraft case is a civil dispute over the “virtual economy”. In the American Hernandez
v. IGE case, a player sued for gold-farming and other commercial practices that violated the ToS,
claiming that they damaged the WoW experience and violated contractual terms. The lawsuit
was not a classic “theft” case, but a civil dispute over users’ contractual position and interests
in tradable virtual goods. The court proceedings highlighted the central role of the EULA/ToS
and the practical difficulties of enforcing claims (e.g., service on a foreign defendant under the
Hague Convention) (Herald Tribune, 2025). The lesson of this case is that, instead of “ownership”,
contractual relationships and platform rules often provide the basis for legal disputes. Moreover,
procedural obstacles to jurisdiction and service are often real barriers.

The Habbo Hotel case highlighted the issue of minor protection and platform liability. A 2012
investigation by the UK’s Channel 4 News revealed serious moderation deficiencies, sexual
approaches, and grooming risks in the social world aimed at teenagers. Following the scandal,
UK retailers pulled the product from their shelves, and the platform implemented a temporary,
widespread muting measure (Insley, 2012). The main conclusion from this case is that rapid platform
response and market pressure from commercial partners can be effective harm-mitigation tools
even when criminal prosecution is difficult or slow.

Finally, the Metaverse / Horizon Worlds avatar-based harassment case should be mentioned. According
to several user reports and press reports, unwanted touching and harassment occurred in the social
VR space. In response, Meta introduced a Personal Boundary (approx. 1.2 m) feature in February
2022, enabling it by default, preventing avatars from approaching too closely (Sharma, 2022). The
topic has been on the agenda ever since, with press reports in 2025 emphasizing the severity of the
victim’s experience and the need for proactive prevention. It can be seen that UX-level interventions
(e.g., protective distance, hand-disappearance) are also important from an evidentiary point of view,
because they can generate structured event logs that can later help reconstruct the facts.

8. ETHICAL AND POLITICALISSUES

The starting point is that the same human rights apply online as offline: restrictions on expression,
privacy, and procedural guarantees can only be justified by law and according to necessity and
proportionality. It follows that not all “virtual harm” requires a criminal response. The “platform
self-regulation vs. state intervention” dichotomy is false: co-regulatory models are effective in
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practice. The British Online Safety Act (2023) takes a different path: Ofcom codes describe
“safety-by-design” obligations, and non-compliance can be sanctioned with fines of up to 10% of
global turnover. This is a strong state role in political terms, but at the same time, it is an ethical
question where the line between freedom of expression and preventive content management is
drawn (GOV.UK, 2025). The UNESCO 2023 Guidelines recommend multi-stakeholder, human
rights-based platform governance (transparent moderation, institutional checks and balances,
effective legal remedies). This “soft” norm system fits well with metaverses, where community
norms and technical solutions shape order (UNESCO, 2023).

An ethical conflict is that effective law enforcement mostly requires logs and identifiability, while
privacy protection (especially in XR) requires minimal data collection. The correct answer is: purpose-
specific logging, limited retention periods, auditable access, and independent monitoring (OECD, 2025).

According to the European Parliament’s 2024 resolution, virtual worlds can pose risks to mental health,
data protection, and consumer protection. Technologies should not be designed for manipulation,
and the protection of vulnerable groups (e.g., minors) should be specifically strengthened. This
is also a clear direction on ethical grounds: user autonomy and transparent interactions take
precedence in design dilemmas (European Parliament, 2024).

The Council of Europe Recommendation CM/Rec(2018)2 on the role of internet intermediaries
(platforms) lists layered obligations: transparency, notice and takedown with due process guarantees,
redress, and human rights impact assessment. This is particularly relevant in virtual spaces regarding
avatar-based harms (harassment, identity theft): a quick response at the platform level often provides
more protection than a slow criminal prosecution.

Al-based detection and moderation are increasingly operating in metaverses. The EU’s 2024 Al
Regulation introduces a risk-based framework. Its rules, which will be gradually implemented between

2025 and 2026, will increase the transparency of platforms’ “invisible” decisions. This is an ethical
minimum requirement for fairness, bias management, and accountability (Digital Strategy, 2024).

Ethically and politically, the goal is not to reflexively treat virtual grievances under criminal law,
but to apply a flexible, proportionate, and accountable set of tools within a rule of law and human
rights framework.

9. CONCLUSION

The study examines the specific criminal challenges of virtual spaces (MMOs, metaverses, XR
platforms) using qualitative, interdisciplinary content analysis. Its starting point is that the harm
caused in the digital environment — whether material (in-game assets, account value, NFTs) or non-
material (harassment, defamation) — has a tangible impact on the lives of the victims. However, the
legal environment is fragmented: some systems recognize virtual assets as “things” and consider
forced transfer theft, while others rely on data or fraud offences. Platform contracts (license logic)
often complicate legal classification and damage calculation. Identification difficulties burden
investigations: pseudonyms/avatars, fragmented and short-lived logs, CGNAT and IPv6 privacy
addresses, and multi-account/bot abuse.

A practical answer to these problems is to combine fast preservation, provider logs, and multi-
source correlation (network, payment, behavioral patterns, and XR movement data). In matters of
jurisdiction, competition among multiple connecting principles and extradition thresholds slows
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enforcement. The key to proof is managing volatility, preferring provider-sourced, authenticated
logs, and the disciplined use of the chain of custody, hashes, and timestamps.

On an ethical—political level, the study argues for co-regulation, safety-by-design, transparency,
and proportionate intervention. The aim is not to criminalize all virtual harm, but to develop
a flexible toolbox, surrounded by rule-of-law guarantees, that serves both user protection and
effective law enforcement.
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